Pe3epBHOE KonupoBaHue B obnake

TexHonorum Selectel ona o6ecneyeHnAa HenpepbIBHOCTU OU3Heca

KOHCTaAaHTUH AHCUMOB

MeHeo>kep npoaykToB (Storage)
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Doops, your important files are encrypted.

e
If you see this text, then your files are no longer accessible, because they

have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time. Nobody can recover your files without our
decryption service.

He guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:
1. Send $380 worth of Bitcoin to following address:
1Mz7153HMuxXTuR2R1t78MG5dzaAtNbBUX

2. dend your Bitcoin wallet ID and personal installation key to e—maill
WoWsMithlZ23456@posteo. net. Your personal installation key:

ApSJUb-ghTAHy-HyeyS2-ugeQER-YtHQeK-Ww7NUMZ-11RBUg- fuudla-zpyvB8dS-zeQNGS

If you already purchased your key, please enter it below.
Rey:
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YTo moXxeT cnyuuTtbcAa?

e CTnxnnHble 6enctBmA (NnoXkap, HAaBOOHEHME,
3eMneTpAceHne n T.4.)

* I3bATME 060pyOoBaHNA (penaepcknn 3axear,

npoBepkKa roc. opraHoB)
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YTo moXxeT cnyuuTtbcAa?

 CTuxunHble 6eacTteuA (noxxap, HaBogHeHue,
3eMNeTpAceHne n 1.4.)

* /13bATHME 0bopyanoBaHNA (PeNOepCcKM 3axear,
npoBepKa roc. opraHoB)

 AnnapaTHble cHou

| 29 Microsoft Windows

\‘:. Windows obHapyxuna Henonaaku XecTkoro Ancka

HemeanenHo co3galite pesepeHyto KONUIo Bcex Gannos Ana NPEAOTEPALLEHNA NOTEPY
HPOopMaUUK. 3aTEM CBAXKNTECH C NPON3BOANTENEM KOMNBIOTEPA ANA 33MEHBI AW
PEMOHTA XKECTKOro AncKa.

< HauaTtb npouecc apxmsauum

< [loBTOpPUTH 3anNpocC NO3xe

B chyyae oTkasza AUCKa A0 BbIAAYM CNEAYIOLLIENO NPEAYNPEKAEHNA Bbl MOXETE
NOTEPATL BCE NPOrPaMmMbl U AOKYMEHTBI, XPaHALLMECS Ha 3TOM AUCKE.

L Ormena ]
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YTo moXxeT cnyuuTtbcAa?

 CTuxunHble 6eacTteuA (noxxap, HaBogHeHue,
3eMNeTpAceHne n 1.4.)

& Wanna Decryptor 1.0 X

Ooops, your files have been encrypted!

What Happened to My Computer?

Y our important files are encrypted.

* /13bATHME 0bopyanoBaHNA (PeNOepCcKM 3axear,
npoBepKa roc. opraHoB)

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
way to recover your files, but do not waste your time. Nobody can recover your

Payment will be raised on files without our decryption service.

4/15/2017 09:16:01

 AnnapaTHble coon

iles?
T Can | Recover My Files”

------------------------------

Sure. We guarantee that you can recover all your files safely and easily. (But you
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.
If you want to decrypt all your files, you need to pay.

..........
-------------------------------

 Knbepartaku

Your files will be lost on

4/19/2017 09:16:01 You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.
Time Left

..............................

lime oe Sezia ol How Do | Pay?

, 3 Send 0.3 BTC to this address:
bitcoin
ACCEPTED HERE

w bcomns?

Contact Us
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YTo moXxeT cnyuuTtbcAa?

CTuxunnHble 6eacTteuA (no>kap, HaBogHEHMe,
3eMneTpAceHne n T.4.)

N3bATHE obopynooBaHnA (peNOepCcKMn 3axear,

NpoBepKa roc. opraHoB)
AnnapaTHble coou
KnbepaTtaku

[TporpammHble cOoun

A problem has heen detected and windows has bheen shut down to prevent damage
[0 your computer.

UNMOUNTABLE_BOOT _VOLUME

If this is the first time you've seer
restart your computer. If this screet
these steps:

1 this Stop error screen,
1 appears again, follow

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
or any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
F you need to use Safe Mode to remove or disable components, restart
Your computer, press F8 to select advanced Startup options, and then
ect Safe Mode.

chnical information:

W« STOP: Ox000000ED (0x86377738,0xCO00014F, 0x00000000, 0x00000000)
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YTo moXxeT cnyuuTtbcAa?

 CTuxunHble 6eacTteuA (noxxap, HaBogHeHue,
3eMNeTpAceHne n 1.4.)

* /13bATHME 0bopyanoBaHNA (PeNOepCcKM 3axear,
npoBepKa roc. opraHoB)

 AnnapaTHble coon
 Kmbepartaku
e [lporpammHble cboun

 YenoBe4vecknn oakTop

0CIBbinakeHue nuua,
¢ Korma

CIIYUanHo yaanun
Ba:KHbIe thaunbl
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2 Tuna devOps

Jltoan, KoTopsble yxe Jltoan, KoTopble cobupatroTca
cnomanu Production cniomaTtb Production
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bakan WLpeavnHrepa

| Schrodinger’s Backup

“The condition of any
backup is unknown until a
restore is attempted.”

Selectell ecnDay



Koro yBonuTtb?

Appetite for production DB destruction

Assume the post is true. Who should get canned?

158 | The new dev

CTO

Whoever last did backups maintenance

No one — it’s a wake-up call for everyone
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Recovery Time Objective (RTO)

RTO

—————————————

12:00 13:00 14:00
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Recovery Point Objective (RPO)

Last backup

¥~ O\

RPO
m

9:00 10:00 11:00 12:00

Backup
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RPO/RTO n ctonmocCTb

CToUMOCTb

A

2X 1 _ _ _ _

IX - -

B B e B » RTO/RPO

1 MUH. 10 MUH. 24 yaca
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Disaster Recovery nyn o6naka Ha 6a3e VMware

CtonmocCTb
A
'vm
2X —— — — — DR nyn o6naka Ha 6ase VMware
vSphere VSAN
(i of [t o] [ o (i o [ o] [ o
[ o] [||||7 ol |1 o] [ o [ 9] [ o

. .

1X

=ttt » RTO/RPO

1 MUH. 10 MUH. 24 yaca
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Disaster Recovery as a Service

CTtouMoOCTb

N * PesepBHaA nnowanka Kak cepsuc
 bes kKanuTanbHbIX 3aTpaT

 Onnarta no pakTy noTpebrieHnA
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=ttt » RTO/RPO

1 MUH. 10 MUH. 24 yaca
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'Demo| LIVE DEMO

-- cerogHda B 16:00

Disaster Recovery as a Service
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Ycnyru pe3epBHOro KonmposaHuA

CTtouMoOCTb

A

2X

1X

 «O6na4yHbIN peno3utopumn Veeam
Cloud Connect®»

* «Pe3epBHOE KonMpoBaHue obnaka
Ha 6ase VMware»

DR nyn o6naka Ha 6a3e VMware

AN

 Pe3epBHOe KONMpoBaHUe
areHTamm

DR as a Service

PesepBHOe KonuposaHue -~

RTO/RPO

1 MUH. 10 MUH.
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«0Q6na4yHbiu peno3utopum Veeam Cloud Connect®»

JlokanbHaa MHPpPaACTPYKTypa 3aKa3uuka NUHppacTpykTypa Selectel

o] ] o ] o -
KOnupoBaHue
[MepeHocC
— — m
lpoussoAcTBeHHas CX/ OcHoBHas cuctema O6nayHbIN O6nayHbIN
XpaHeHTg)E:;epBHb'x >)))))) L3 peno3uTopun

WAN-akcenepauusa
(AOMNONHUTENBHO)
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Apxutektypa «O6na4yHoro penosutopua Veeam Cloud Connect®»

Veeam Bachup & Replication Ha cTopoHe KnneHTa

INTERNET

Cloud Gateway - 1 Cloud Gateway - 2 coo Cloud Gateway - n

Veeam Cloud Connect Server

WAN acceleration D

I

Scale-Out Backup Repository

Backup Repository - 1 Backup Repository - 2 Backup Repository - n

CEPH
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Ycnyru pe3epBHOro KonmposaHuA

CTtouMoOCTb

A

2x

1X

e «ObnayHbin peno3uTtopuit Veeam
Cloud Connect®»

 «Pe3epBHOe KonupoBaHue
o6naka Ha 6a3e VMware»

DR nyn o6naka Ha 6a3e VMware

AN

 Pe3epBHOe KONMpoBaHUe
areHTamm

DR as a Service

PesepBHOe KonuposaHue -~

RTO/RPO

1 MUH. 10 MUH.
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«Pe3epBHOe KonnpoBaHue obnaka Ha 6a3e VMware»

€+
“

vCloud Director [laHenb ynpaBieHus
[ l Veeam Enterprise Manager

— . :
Selectel VMware Cloud | Veeam Backup&Replication
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ApxuTteKkTypa «Pe3epBHOro konmposaHuAa o6siaka Ha 6ase VMware»

Client

Veeam Enterprise Manager

vCloud Director Veeam Backup & Replication Server

v DC-1 v DC-2 v DC-n

Backup Proxy - 1 Backup Proxy - 2 Backup Proxy - n

VMware Cloud Selectel

Scale-Out Backup Repository

Backup Repository - 1 Backup Repository - 2 Backup Repository - n

CEPH
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Ycnyru pe3epBHOro KonmposaHuA

CTtouMoOCTb

A

2x

1X

e «ObnayHbin peno3uTtopuit Veeam
Cloud Connect®»

* «Pe3epBHOE KonMpoBaHMe obaka
Ha 6ase VMware»

DR nyn o6naka Ha 6a3e VMware

AN

 Pe3epBHOe KONUpoOBaHUe
areHTamu

DR as a Service

PesepBHOe KonuposaHue -~

RTO/RPO

1 MUH. 10 MUH.
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Pe3epBHOE KOnNUpoBaHue areHTaMmu

* [lopoep>xmsaet Windows u Linux

* [looxoauT n onAa pecypcos Selectel, n ona sawen MHPPaCTpPyKTypb
 He Hapgo oTaenbHo nokynatb 1O Veeam®

 PaboTaeT Ha Pn3nNYeCcKnNX N BUPTYasbHbIX cepBepax

e bakanbl B ob6nake n nokKasibHO
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Tenepb B O6nako Selectel MO)XXHO 63KannUTb NOObIE
MHhoOpMaLMOHHbIE CUCTEMbDI, pa3MeLLeHHble rae yroaHo

1. WcxoaHble 06beKTbl pe3epBHOro KONMpoBaHUA MOryT pa3mMmellaTbCcH

Ha no6ou nnaowaake: B LIONax Selectel, Ha nnowaake 3aKkas4yuka,
BHewHem LUO/[le nnu B o6nake

2. Mo)HO 63KanuTb NoOble 00bEKTHbI (MPUNOXXKEeHUA, 6a3bl AaHHbIX,
pusnyeckue cepBepbl, BUpTyasibHble MaLUUHbI)
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